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All hypertext links can be located at http://codev2.cc/links. 
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(1) The wiki lives on at http://wiki.codev2.cc. 
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(1) Sixth Conference on Computers, Freedom and Privacy. See link £1. 


SHSLEUN gud ugSU iU gòl aill 
(1) See Katie Hafner and Matthew Lyon, Where Wizards Stay Up Late 
(New York: Simon and Schuster, 1996), 10: “Taylor had been the young 
director of the office within the Defense Department's Advanced Re- 
search Projects Agency overseeing computer research ... Taylor knew the 
ARPANET and its progeny, the Internet, had nothing to do with supporting 
or surviving war ...” 
(2) Paulina Borsook, “How Anarchy Works,” Wired 110 (October 1995): 
3.10, available at link 2, quoting David Clark. 
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(3) James Boyle, talk at Telecommunications Policy Research Con- 
ference (TPRC), Washington, D.C., September 28, 1997. David Shenk dis- 
cusses the libertarianism that cyberspace inspires (as well as other, more 
fundamental problems with the age) in a brilliant cultural how-to book 
that responsibly covers both the technology and the libertarianism; see 
Data Smog: Surviving the Information Glut (San Francisco: Harper Edge, 
1997), esp. 174-77. The book also describes technorealism, a responsive 
movement that advances a more balanced picture of the relationship be- 
tween technology and freedom. 

(4) See Kevin Kelley, Out of Control: The New Biology of Machines, 
Social Systems, and the Economic World (Reading, Mass.: Addison-Wesley, 
1994), 119. The term “cybernetics” was coined by a founder of much in 
the field, Norbert Wiener. See Cybernetics: Or Control and Communication 
in the Animal and the Machine (Cambridge, Mass.: MIT Press, 1965). See 
also Flo Conway and Jim Siegelman, Dark Hero of the Information Age: 
In Search of Norbert Wiener, The Father of Cybernetics (New York: Basic 
Books, 2004). 

(5) Siva Vaidhyanathan, “Remote Control: The Rise of Electronic Cul- 
tural Policy,” Annals of the American Academy of Political and Social 
Science 597, 1 January 1, 2005): 122. 

(6) See William J. Mitchell, City of Bits: Space, Place, and the Infobahn 
(Cambridge, Mass: MIT Press, 1995), 111. m much of this book, I work out 
Mitchell's idea, though I drew the metaphor from others as well. Ethan 
Katsh discusses this notion of software worlds in “Software Worlds and 
the First Amendment: Virtual Doorkeepers in Cyberspace,” University of 
Chicago Legal Forum (1996): 335, 338. The best current effort is R. Polk 
Wagner, “On Software Regulation,” Southern California Law Review 78 
(2005): 457, 470-71. 
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(7) Joel Reidenberg discusses the related notion of “lex informatica” 
in “Lex IMformatica: The Formulation of Information Policy Rules Through 
Technology,” Texas Law Review 76 (1998): 553. 

(8) Oliver Wendell Holmes, Jr., “The Path of the Law,” Harvard Law 
Review 10 (1897): 457. 

(9) Mark Stefik, “Epilogue: Choices and Dreams,” in Internet Dreams: 
Archetypes, Myths, and Metaphors, edited by Mark Stefik (Cambridge, 
Mass.: MIT Press, 1996), 390. 

(10) Mark Stefik, The Internet Edge: Social, Technical, and Legal Chal- 
lenges for a Networked World (Cambridge: MIT Press, 1999), 14. 

(1D) Missouri v. Holland, 252 US 416, 433 (1920). 

(12) This debate is nothing new to the American democracy. See Does 
Technology Drive History?: The Dilemma of Technological Determinism, 
Merritt Roe Smith and Leo Marx eds. (Cambridge: MIT Press, 1994), 1-35 
(“If carried to extremes, Jefferson worried, the civilizing process of large- 
scale technology and industrialization might easily be corrupted and 
bring down the moral and political economy he and his contemporaries 
had worked so hard to erect”). 

(13) Richard Stallman, for example, organized resistance to the emer- 
gence of passwords at MIT. Passwords are an architecture that facili- 
tates control by excluding users not “officially sanctioned.” Steven Levy, 
Hackers (Garden City, N.Y.: Anchor Press/Doubleday, 1984), 422-23. 


FIASIH FLAN o GUAN dan gh AUN feai 
(1) Second Life—“What is Second Life?”, available at link £3. The cur- 


rently leading game, World of Warcraft, claims more than five million 
alone. Available at link 44. 
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(2) It is also hypothetical. Ihave constructed this story in light of what 
could be, and in places is. I'm a law professor; I make up hypothetical for 
a living. 

(3) Edward Castronova, Synthetic Worlds: The Business and Culture of 
Online Games (Chicago: University of Chicago Press, 2005), 55. 

(4) Ibid., 2. 

(5) John Crowley and Viktor Mayer-Schoenberger, “Napster's Second 
Life?—The Regulatory Challenges of Virtual Worlds” (Kennedy School of 
Government, Working Paper No. RWP05-052, 2005), 8. 

(6) “MUD” has had a number of meanings, originally Multi-User Dun- 
geon, or Multi-User Domain. A MOO is a “MUD, object-oriented.” Sherry 
Turkle's analysis of life in a MUD or MOO, Life on the Screen: Identity in 
the Age of the Internet (New York: Simon and Schuster, 1995), is still a 
classic. See also Flizabeth Reid, “Hierarchy and Power: Social Control in 
Cyberspace,” in Communities in Cyberspace, edited by Marc A. Smith and 
Peter Kollock (New York: Routledge, 1999), 107. The father—or god—of 
a MUD named LambdaMOO is Pavel Curtis. See his account in “Mud- 
ding: Social Phenomena in Text-Based Virtual Realities,” in Stefik, Mternet 
Dreams, 265-92. For two magical pages of links about the history of 
MUDS, see Lauren P. Burka, “The MUDline,” available at link 5; and Lauren 
P. Burka, “The MUDdex,” available at link 6. 

(7) This is not a rare feature of these spaces. It is indeed quite com- 
mon, at least within role-playing games. Julian Dibbell described to me a 
“parable” he recognized within Ultima Online: As he calls it, the “case of 
the stolen Bone Crusher.” 

“I got two offers for a Bone Crusher, which is a powerful sort 

of mace for bopping monsters over the head. I started dealing 


with both of them. At a certain point I was informed by one of 
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them that the Bone Crusher had been stolen. So I said, Tll go buy 
it from the other guy. But, by the way, who was it that stole the 
Bone Crusher, do you know?' He said the name of the other guy. I 
was faced with this dilemma of was I going to serve as a fence for 
this other guy knowingly. And so, I turned to my mentor in this 
business, the guy who had been doing this for years and makes 
six figures a year on it, and, you know, I thought of him as an 
honest guy. So I sort of thought and maybe even hoped that he 
would just say just walk away. We don't do these kinds of deals 
in our business. We don't need that, you know, blah, blah, blah. 
But he said, “Well, you know, thieving is built into the game. It is 
a skill that you can do. So fair is fair.' It is in the code that you 
can go into somebody's house and practice your thieving skills 
and steal something from them. And so, I went ahead and did 
the deal but there was this lingering sense of, “Wow, in a way 
that is completely arbitrary that this ability is in the code here 
whereas, you know, if it wasn't built into the code it would be 
another story; they would have stolen it in another way' ...” 

“But in Ultima Online, it is very explicitly understood that 
the code allows you to steal and the rules allow you to steal. 
For me what was interesting was that there remains this gray 
area. It made it an interesting game, that you were allowed to do 
something that was actually morally shady and you might have 
to decide for yourself. I'm not sure that now, going back to the 
deal, I would have taken the fenced item. I've been stolen from 
in the game, according to the rules, and it feels like shit.” 

Audio Tape: Interview with Julian Dibbell (1/6/06) (on file 
with author). 
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(8) And only theft. If you transferred the property for a different 
purpose—say, sold the property—then the feature wouldn't change. 

(9) Compare Susan Brenner, “The Privacy Privilege: Law Enforcement, 
Technology and the Constitution,” Journal of Technology Law and Policy 
7 (2002): 123, 160. (“Pool tables in cyberspace do not require legs in this 
place where gravity does not exist”), citing Neal Stephenson, Snow Crash 
(New York: Bantam, 1992), 50 (in the Metaverse, tables only have tops, not 
legs). 

(10) Jake Baker's given name was Abraham Jacob Alkhabaz, but he 
changed his name after his parents' divorce. See Peter H. Lewis, “Writer 
Arrested After Sending Violent Fiction Over Internet,” New York Times, 
February 11, 1995, I0. 

(11) The seven are comp, misc, news, rec, sci, soc, and talk. See Henry 
Edward Hardy, “The History of the Net, v8.5,” September 28, 1993, avail- 
able at link 47. 

(12) Ihave drawn from Jonathan Wallace and Mark Mangan's vivid ac- 
count in Sex, Laws, and Cyberspace (New York: M&T Books, 1996), 63-81, 
though more interesting variations on this story circulate on the Net (I'm 
playing it safe). 

(13) See United States v. Baker, 890 FSupp 1375, 1390 (EDMich 1995); 
see also Wallace and Mangan, Sex, Laws, and Cyberspace, 69-78. 

(14) See Kurt Eichenwald, “Through His Webcam, a Bot Joins a Sordid 
Online World,” New York Times, December 19, 2005, AI. 

(15) See C. Anderson and B. Bushman, “Effects of Violent Video Games 
on Aggressive Behavior, Aggressive Cognition, Aggressive Affect, Physi- 
ological Arousal, and Prosocial Behavior: A Meta-Analytic Review of the 
Scientific Literature,” Psychological Science 12(5) (2001): 353-359, avail- 
able at link 48; Jonathan L. Freedman, Media Violence and Its Effect on 
Aggression (Toronto: Toronto University Press, 2002). 
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(16) See William J. Stuntz, “The Substantive Origins of Criminal Pro- 
cedure,” Yale Law Journal 105 (1995): 393, 406-7. 

(17) See, for example, Thomas K. Clancy, “The Role of Individualized 
Suspicion in Assessing the Reasonableness of Searches and Seizures,” 
University of Memphis Law Review 25 (1995): 483, 632. “Individualized 
suspicion ... has served as a bedrock protection against unjustified and 
arbitrary police actions.” 

(18) See United States v. Place, 462 US 696, 707 (1983). 

(19) james Boyle, Shamans, Software, and Spleens: Law and the 
Construction of the Information Society (Cambridge, Mass.: Harvard Uni- 
versity Press, 1996), 4. 

(20) See Susan Freiwald, “Uncertain Privacy: Communication At- 
tributes After the Digital Telephony Act,” Southern California Law Review 
69 (1996): 949, 951, 954. 

(21) Cf. John Rogers, “Bombs, Borders, and Boarding: Combatting In- 
ternational Terrorism at United States Airports and the Fourth Amend- 
ment,” Sujfolk Transnational Law Review 20 (1997): 501, n.201. 

(22) See Mitchell Kapor, “The Software DesignManifesto,” available at 
link 49; David Farber, “A Note on the Politics of Privacy and Infrastruc- 
ture,” November 20, 1993, available at link A10; “Ouotations,” available 
at link 11; see also Pamela Samuelson et al., “A Manifesto Concerning 
the Legal Protection of Computer Programs,” Columbia Law Review 94 
(1994): 2308. Steven Johnson powerfully makes a similar point: “All works 
of architecture imply a worldview, which means that all architecture is in 
some deeper sense political”; see Mterface Culture: How New Technology 
Transforms the Way We Create and Communicate (San Francisco: Harper 
Edge, 1997), 44. The Electronic Frontier Foundation, originally cofounded 
by Mitch Kapor and John Perry Barlow, has updated Kapor's slogan “ar- 
chitecture is politics” to “architecture is policy.” I prefer the original. 


E^ 


A ASIN cliil ài aoM 


(23) Jed Rubenfeld has developed most extensively an interpretive 
theory that grounds meaning in a practice of reading across time, founded 
on paradigm cases; see “Reading the Constitution as Spoken,” Yale Law 
Journal 104 (1995): 1119, 1122; and “On Fidelity in Constitutional Law,” 
Fordham Law Review 65 (1997): 1469. See also Jed Rubenfeld, Freedom 
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these different forms of property are treated. For example, both patent 


oFA 


and trademark benefit from significant formalities built into each system; 
when you notice those formalities are absent from “copyright,” one is led 
to wonder why one form of “intellectual property” is free of formalities, 
while the other two are not. 

(7) Paul Goldstein, Copyright's Highway: From Gutenberg to the 
Celestial Jukebox (Stanford: Stanford University Press, 2003) 64, 103: “Lit- 
tle did I realize at the time that this was all going to have its effect on 
television and motion pictures and VCRs, and the whole gamut of things 
which are affected by copyright law, which of course weren't even thought 
of when we made our move. We were dealing with a fairly simple opera- 
tion—Xerox. Now it's become horribly complicated.” 

(8) “Intellectual Property and the National Information Infrastructure: 
The Report of the Working Group on Intellectual Property Rights,” U.S. De- 
partment of Commerce, 1995; hereafter “White Paper.” George Smirnoff 
III (“Copyright on the Internet: A Critique of the White Paper's Recom- 
mendation for Updating the Copyright Act and How the Courts Are Al- 
ready Filling in Its Most Important Shortcoming, Online Service Provider 
Liability,” Cleveland State Law Review 44 [1996]: 197) criticizes the White 
Paper's lack of completeness, inconsistencies, and apparent lack of ad- 
equate consideration; see also Pamela Samuelson, “The Copyright Grab,” 
Wired (January 1996): 134, 136. By contrast, Gary W. Glisson (“A Practi- 
tioner's Defense of the White Paper,” Oregon Law Review 75 [1996]: 277) 
argues that the White Paper is neither a misleading summary of the state 
of intellectual property law nor a proposal for dramatic changes. For an 
extensive analysis of the copyright issues raised by cyberspace, see Trot- 
ter Hardy, “Project Looking Forward: Sketching the Future of Copyright in 
a Networked World,” U.S. Copyright Office final report (1998), available at 
link 463. 


ofa 


A ASIN clai ài aM 


(9) For a summary of the changes called for by the White Paper, 
see Bruce Lehman, address before the Inaugural Engelberg Conference 
on Culture and Economics of Participation in an International Intellectual 
Property Regime, reprinted in New York University Journal of International 
Law and Politics 29 (1996-97): 211, 213-15; “White Paper,” 17. 

(10) The most important such threat is the anticircumvention pro- 
vision of the Digital Millennium Copyright Act, which makes it a crime 
(subject to complex exceptions) to manufacture code to circumvent a 
copyright protection mechanism, even if the use of the underlying mate- 
rial itself would be a fair use; see Pub.L. 105-304, 112 Stat 2877 (1998) 
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to deny access to critics and others; see also Wendy Gordon, “An Inquiry 
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believes that “whatever the outcome” of the debate over whether copy- 
right makes sense in the digital environment (see “Reforming Informa- 
tion Law in Copyright's Image,” Dayton Law Review 22 [1997]: 587, 590), 
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Copyright Law for the Information Age,” Oregon Law Review 75 (1996): 
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activity on the net takes place on the mistaken assumption that any mate- 
rial on the Internet is free from copyright unless expressly declared to be 
otherwise.” In “Copyright as Myth” (University of Pittsburgh Law Review 53 
[1991]: 235, 235-37), Litman provides a general overview of the issues of 
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definition of the public domain (“originality is a keystone of copyright 
law” [974]). Neil Weinstock Netanel, “Asserting Copyright's Democratic 
Principles in the Global Arena,” Vanderbilt Law Review 51 (1998): 217, 232 
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